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(4) In process water or non-contact
cooling water as drawn from environ-
ment or municipal sources;

(5) In air either as compressed air or
as part of combustion;

(6) Contained in articles, as defined
in 40 CFR 68.3;

(7) In solid waste (including haz-
ardous waste) regulated under the Re-
source Conservation and Recovery Act,
42 U.S.C. 6901 et. seq., except for the
waste described in 40 CFR 261.33;

(8) in naturally occurring hydro-
carbon mixtures prior to entry of the
mixture into a natural gas processing
plant or a petroleum refining process
unit. Naturally occurring hydrocarbon
mixtures include condensate, crude oil,
field gas, and produced water as defined
in 40 CFR 68.3.

(b) Release chemicals—(1) Release-toxic,
release-flammable, and release-explosive
chemicals. Except as provided in para-
graphs (b)(2) and (b)(3), in calculating
whether a facility possesses an amount
that meets the STQ for release chemi-
cals of interest, the facility shall only
include release chemicals of interest:

(i) In a vessel as defined in 40 CFR
68.3, in a underground storage facility,
or stored in a magazine as defined in 27
CFR 555.11;

(ii) In transportation containers used
for storage not incident to transpor-
tation, including transportation con-
tainers connected to equipment at a fa-
cility for loading or unloading and
transportation containers detached
from the motive power that delivered
the container to the facility;

(iii) Present as process intermedi-
ates, by-products, or materials pro-
duced incidental to the production of a
product if they exist at any given time;

(iv) In natural gas or liquefied nat-
ural gas stored in peak shaving facili-
ties; and

(v) In gasoline, diesel, kerosene or jet
fuel (including fuels that have flamma-
bility hazard ratings of 1, 2, 3, or 4, as
determined by using National Fire Pro-
tection Association (NFPA) 704: Stand-
ard System for the Identification of the
Hazards of Materials for Emergency
Response [2007 ed.], which is incor-
porated by reference at 27.204(a)(2))
stored in aboveground tank farms, in-
cluding tank farms that are part of
pipeline systems;
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(2) Release-toxic, release-flammable,
and release-explosive chemicals. Except
as provided in paragraph (c)(2)(i), in
calculating whether a facility pos-
sesses an amount that meets the STQ
for release-toxic, release-flammable,
and release-explosive chemicals, a fa-
cility need not include release-toxic,
release-flammable, or release-explosive
chemicals of interest that a facility
manufactures, processes or uses in a
laboratory at the facility under the su-
pervision of a technically qualified in-
dividual as defined in 40 CFR 720.3.

(i) This exemption does not apply to
specialty chemical production; manu-
facture, processing, or use of sub-
stances in pilot plant scale operations;
or activities, including research and
development, involving chemicals of
interest conducted outside the labora-
tory.

(ii) [Reserved]

(3) Propane. In calculating whether a
facility possesses an amount that
meets the STQ for propane, a facility
need not include propane in tanks of
10,000 pounds or less.

(c) Theft and diversion chemicals. In
calculating whether a facility pos-
sesses an amount of a theft/diversion
chemical of interest that meets the
STQ, the facility shall only include
theft/diversion chemicals of interest in
a transportation packaging, as defined
in 49 CFR 171.8. Where a theft/diver-
sion-Chemical Weapons (CW) chemical
is designated by ‘““CUM 100g,” a facility
shall total the quantity of all such des-
ignated chemicals in its possession to
determine whether the facility pos-
sesses theft/diversion-CW chemicals
that meet or exceed the STQ of 100
grams.

(d) Sabotage and contamination chemi-
cals. A facility meets the STQ for a
sabotage/contamination chemical of in-
terest if it ships the chemical and is re-
quired to placard the shipment of that
chemical pursuant to the provisions of
subpart F of 49 CFR part 172.

[72 FR 65419, Nov. 20, 2007]

§27.204 Minimum concentration by se-
curity issue.

(a) Release chemicals—(1) Release-toxic
chemicals. If a release-toxic chemical of
interest is present in a mixture, and
the concentration of the chemical is
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equal to or greater than one percent
(1%) by weight, the facility shall count
the amount of the chemical of interest
in the mixture toward the STQ. If a re-
lease-toxic chemical of interest is
present in a mixture, and the con-
centration of the chemical is less than
one percent (1%) by weight of the mix-
ture, the facility need not count the
amount of that chemical in the mix-
ture in determining whether the facil-
ity possesses the STQ. Except for
oleum, if the concentration of the
chemical of interest in the mixture is
one percent (1%) or greater by weight,
but the facility can demonstrate that
the partial pressure of the regulated
substance in the mixture (solution)
under handling or storage conditions in
any portion of the process is less than
10 millimeters of mercury (mm Hg),
the amount of the substance in the
mixture in that portion of a vessel need
not be considered when determining
the STQ. The facility shall document
this partial pressure measurement or
estimate.

(2) Release-flammable chemicals. If a
release-flammable chemical of interest
is present in a mixture in a concentra-
tion equal to or greater than one per-
cent (1%) by weight of the mixture, and
the mixture has a National Fire Pro-
tection Association (NFPA) flamma-
bility hazard rating of 4, the facility
shall count the entire amount of the
mixture toward the STQ. Except as
provided in §27.203(b)(1)(v) for fuels
that are stored in aboveground tank
farms (including farms that are part of
pipeline systems), if a release-flam-
mable chemical of interest is present
in a mixture in a concentration equal
to or greater than one percent (1%) by
weight of the mixture, and the mixture
has a National Fire Protection Asso-
ciation (NFPA) flammability hazard
rating of 1, 2, or 3, the facility need not
count the mixture toward the STQ.
The flammability hazard ratings are
defined in NFPA 704: Standard System
for the Identification of the Hazards of
Materials for Emergency Response
[2007 ed.]. The Director of the Federal
Register approves the incorporation by
reference of this standard in accord-
ance with 5 U.S.C. 552(a) and 1 CFR
part 51. You may obtain a copy of the
incorporated standard from the Na-
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tional Fire Protection Association at 1
Batterymarch Park, Quincy, MA 02169-
7471 or http:/www.nfpa.org. You may in-
spect a copy of the incorporated stand-
ard at the Department of Homeland Se-
curity, 1621 Kent Street, 9th Floor,
Rosslyn VA (please call 703-235-0709) to
make an appointment or at the or at
the National Archives and Records Ad-
ministration (NARA). For information
on the availability of material at
NARA, call 202-741-6030, or go to http:/
www.archives.gov/federal register/

code of federal regulations/

ibr _locations.html. If a release-flam-
mable chemical of interest is present
in a mixture, and the concentration of
the chemical is less than one percent
(1%) by weight, the facility need not
count the mixture in determining
whether the facility possesses the STQ.

(3) Release-explosive chemicals. For
each release-explosive chemical of in-
terest, a facility shall count the total
quantity of all commercial grades of
the chemical of interest toward the
STQ, unless a specific minimum con-
centration is assigned in the Minimum
Concentration column of appendix A to
part 27, in which case the facility
should count the total quantity of all
commercial grades of the chemical at
the specified minimum concentration.

(b) Theft and diversion chemicals. (1)
Theft/Diversion-Chemical Weapons
(CW) and Chemical Weapons Precursors
(CWP Chemicals: Where a theft/diver-
sion-CWC/CWP chemical of interest is
not designated by ‘“‘CUM 100g”’ in ap-
pendix A, and the chemical is present
in a mixture at or above the minimum
concentration amount listed in the
Minimum Concentration column of ap-
pendix A to part 27, the facility shall
count the entire amount of the mixture
toward the STQ.

(2) Theft/Diversion-Weapon of Mass
Effect (WME) Chemicals: If a theft/di-
version-WME chemical of interest is
present in a mixture at or above the
minimum concentration amount listed
in the Minimum Concentration column
of appendix A to part 27, the facility
shall count the entire amount of the
mixture toward the STQ.

3) Theft/diversion-Explosives/Impro-
vised Explosive Device Precursor (EXP/
IEDP) chemicals. For each theft/diver-
sion-EXP/IEDP chemical of interest, a

204



Office of the Secretary, Homeland Security

facility shall count the total quantity
of all commercial grades of the chem-
ical toward the STQ, unless a specific
minimum concentration is assigned in
the Minimum Concentration column of
appendix A to part 27, in which case
the facility should count the total
quantity of all commercial grades of
the chemical at the specified minimum
concentration.

(c) Sabotage and contamination chemi-
cals. For each sabotage/contamination
chemical of interest, a facility shall
count the total quantity of all com-
mercial grades of the chemical toward
the STQ.

[72 FR 65419, Nov. 20, 2007]

§27.205 Determination that a chemical
facility “presents a high level of se-
curity risk.”

(a) Initial determination. The Assist-
ant Secretary may determine at any
time that a chemical facility presents
a high level of security risk based on
any information available (including
any information submitted to the De-
partment under §27.200) that, in the
Secretary’s discretion, indicates the
potential that a terrorist attack in-
volving the facility could result in sig-
nificant adverse consequences for
human life or health, national security
or critical economic assets. Upon de-
termining that a facility presents a
high level of security risk, the Depart-
ment shall notify the facility in writ-
ing of such initial determination and
may also notify the facility of the De-
partment’s preliminary determination
of the facility’s placement in a risk-
based tier pursuant to §27.220(a).

(b) Redetermination. If a covered facil-
ity previously determined to present a
high level of security risk has materi-
ally altered its operations, it may seek
a redetermination by filing a Request
for Redetermination with the Assistant
Secretary, and may request a meeting
regarding the Request. Within 45 cal-
endar days of receipt of such a Request,
or within 45 calendar days of a meeting
under this paragraph, the Assistant
Secretary shall notify the covered fa-
cility in writing of the Department’s
decision on the Request for Redeter-
mination.

§27.210

§27.210 Submissions schedule.

(a) Initial submission. The timeframes
in paragraphs (a)(2) and (a)(3) of this
section also apply to covered facilities
that submit an Alternative Security
Program pursuant to §27.235.

(1) Top-Screen. Facilities shall com-
plete and submit a Top-Screen within
the following time frames:

(i) Unless otherwise notified, within
60 calendar days of November 20, 2007
for facilities that possess any of the
chemicals listed in appendix A at or
above the STQ for any applicable Secu-
rity Issue, or within 60 calendar days
for facilities that come into possession
of any of the chemicals listed in appen-
dix A at or above the STQ for any ap-
plicable Security Issue; or

(ii) Within the time frame provided
in any written notification from the
Department or specified in any subse-
quent FEDERAL REGISTER notice.

(2) Security Vulnerability Assessment.
Unless otherwise notified, a covered fa-
cility must complete and submit a Se-
curity Vulnerability Assessment with-
in 90 calendar days of written notifica-
tion from the Department or within
the time frame specified in any subse-
quent FEDERAL REGISTER notice.

(3) Site Security Plan. Unless other-
wise notified, a covered facility must
complete and submit a Site Security
Plan within 120 calendar days of writ-
ten notification from the Department
or within the time frame specified in
any subsequent FEDERAL REGISTER no-
tice.

(b) Resubmission schedule for covered
facilities. The timeframes in this sub-
section also apply to covered facilities
who submit an Alternative Security
Program pursuant to §27.235.

(1) Top-Screen. Unless otherwise noti-
fied, Tier 1 and Tier 2 covered facilities
must complete and submit a new Top-
Screen no less than two years, and no
more than two years and 60 calendar
days, from the date of the Depart-
ment’s approval of the facility’s Site
Security Plan; and Tier 3 and Tier 4
covered facilities must complete and
submit a Top-Screen no less than 3
years, and no more than 3 years and 60
calendar days, from the date of the De-
partment’s approval of the facility’s
Site Security Plan.
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